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1	PURPOSE and APPLICABILITY

These are the procedures by which the Human Subjects Division (HSD) and the UW Institutional Review Boards (IRBs) fulfill their obligations with respect to the federal Health Insurance Portability and Accountability Act (HIPAA) and Washington State regulations. The GUIDANCE HIPAA and UW Medicine Compliance Glossary provide definitions for key terms.

2 	CONTEXT 

2.1	The UW IRBs comply with specific responsibilities assigned to IRBs by HIPAA and WA law for the protection of Protected Health Information (PHI). In addition, HSD and the UW IRBs assist the UW HIPAA-covered entity in meeting certain compliance obligations with respect to PHI.
2.2	The UW covered entity establishes policies and responsibilities concerning HIPAA, WA law, and PHI in the UW Medicine Compliance policies. Use and Disclosure of Protected Health Information (PHI) – COMP.103 focuses on HIPAA and research. Guidance for HSD and the IRBs is provided in the GUIDANCE HIPAA.

3 	PROCEDURES - HIPAA-Related Pre-Review of Researcher Materials

3.1	Identify whether PHI is being accessed or obtained. HSD staff make this determination.
3.2	Determine whether the activity is “human subjects research”. HSD staff make this determination. 
3.2.1		Limited Data Sets may or may not constitute human subjects research depending on whether it 	contains PHI.
3.2.2		De-identified PHI and PHI from decedents are not considered to be human subjects research.
3.2.3		If the activity is not human subjects research and the activity consists solely of the PHI use, HSD 	staff follow the procedure for granting a Not Human Subjects Research determination. There is 	no need to grant a waiver and there are no other HIPAA responsibilities.
3.3	Determine whether to granting a waiver. HSD staff assess the proposed activities to make the determination.
3.4	HIPAA Authorization Language and Consent. UW policy does not allow the HIPAA Authorization to be embedded within a consent form except as allowed in the GUIDANCE HIPAA.
3.5	Electronic Authorization. If authorization will be obtained with an electronic signature (e-signature) HSD staff ensure that e-signatures meet the requirements described in the Consent Guidance under the headings, Electronic Consent” and Documentation of Consent and in the WORKSHEET Consent Requirements and Waivers.

4	PROCEDURES – Waiver of Alteration of HIPAA Authorization

4.1	IRB Review. The IRB determines whether the research meets the criteria for granting a waiver of HIPAA Authorization. This is usually accomplished as part of the IRB’s review of whether the research meets the federal human subjects regulatory criteria for IRB approval. The IRB uses the CHECKLIST Waiver or Alteration of HIPAA Authorization which lists the criteria.
4.1.1	Level of review. The waiver can be granted by the determination of a full convened IRB or by the expedited review process.
4.1.2	Full or partial waiver. The IRB may grant a full or partial waiver, as described in GUIDANCE HIPAA.
4.1.3	Documentation. The IRB documents the waiver by completing the Checklist. The researcher is provided with documentation in the approval letter sent through Zipline. 
4.2	Activities that are not human subjects. Researchers may wish to obtain and use PHI for activities that do meet the federal definition of human subjects research and therefore do not require IRB review. Examples include some case reports and the use of decedent PHI.
For some of these activities an IRB-granted waiver may still be required. When UW PHI will be accessed when the UW is not engaged in the research or if the research activities do not meet the Common Rule definition of human subjects research, follow the same procedures described in 4.1. Researchers must note in the application that it is being submitted only to obtain a HIPAA Authorization for UW PHI. This process should not be used to grant HIPAA waivers for access to PHI at other institutions in not human subjects or UW not engaged scenarios.
For details about case reports, review GUIDANCE Case Reports, IRB Review, and HIPAA. 
For details about decedent data, review GUIDANCE HIPAA. 

5 	PROCEDURES – HIPAA-Related Noncompliance or Breaches

5.1	HSD staff and the IRBs follow the procedures described in the SOP HSD Management of RNI and SOP Research and Other Inquiries when information is received that suggests noncompliance, or inappropriate or unauthorized access, involving research and PHI. 

6 	RELATED MATERIALS

CHECKLIST Waiver or Alteration of HIPAA Authorization
GUIDANCE Case Reports, IRB Review, and HIPAA
GUIDANCE Consent
GUIDANCE HIPAA
SOP HSD Management of RNI
SOP Research and Other Inquiries
WORKSHEET Consent Requirements and Waivers

7 	REFERENCES 
		
Health Insurance Portability and Accountability Act (HIPAA) 45 CFR 160, 162, 164
WA RCW 70.02, “Medical Records – Health Care Information Access and Disclosure”
UW Medicine Compliance Policy COMP.101, “Patient Information Privacy and Security Compliance Program and Administrative Requirements”
UW Medicine Compliance Policy COMP.103, “Use and Disclosure of Protected Health Information (PHI)”
UW Medicine Compliance Policy COMP.104, “Patient Rights Related to Protection Health Information”
UW Medicine Compliance Glossary
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